INTRODUCTION
The illegal animal trade has reached epic proportions in recent years. Illegal animal trafficking is the third largest illegal business in the world, closely following the drug and weapon trade. 1 It is a twenty billion dollar international business that has practically doubled over the last fifteen years. 2 There is a steep market for these animals and animal parts, and the species traded are often already endangered. 3 The conditions during transport are deplorable, with three out of four animals dying in transit. 4 The magnitude and rapid growth of the illegal animal trafficking business makes it clear that something must be done to protect these resources, biodiversity, and wildlife for future generations before it is too late. 5 The Convention on International Trade in Endangered Species of Wild Fauna and Flora ("CITES"), 6 signed in 1973, was the first international cooperative effort to regulate the illicit animal trade in order "to safeguard certain species from over-exploitation." 7 At the time, many conservationists called CITES the "Magna Charta for Wildlife," which was both a "conservation and trade instrument" that protected species from desecration. 8 Since CITES' inception, many have criticized the agreement and questioned its effectiveness. 9 This is mainly because of CITES' lack of adequate enforcement and authority. 10 In 2005, the International Fund for Animal Welfare ("IFAW") released a study revealing the extent of the illicit business on the internet. 11 3 See TRAFFIC-Wildlife Trade, http://www.traffic.org/trade/ (last visited Mar. 16, 2010) . 4 Francesca Colombo, Animal Trafficking-Cruel Billion-Dollar Business, TERRAAMERICA, Sept. 6, 2003 , http://www.tierramerica.net/english/2003/0901/iarticulo. shtml. 5 See What is CITES?, http://www.cites.org/eng/disc/what.shtml (last visited Mar. 16, 2010) ; see also TRAFFIC-Wildlife Trade, supra note 3 (discussing the problem of overexploitation). Overexploitation can be destructive, even causing the extinction of a species, and must be avoided. World Wildlife Fund, Problems: Unsustainable and Illegal Wildlife Trade, http://www.panda.org/about_our_earth/species/about_species/problems/illegal_trade/ (last visited Mar. 16, 2010) . The illegal wildlife trade not only affects an animal's livelihood, however, but our own as well. Id . Many communities depend on local wildlife for fuel, food, or medicines. Id. The entire world has a stake in curtailing the illegal wildlife trade, both morally and practically. 6 L. 1657, 1666 (2003) . 10 Zimmerman, supra note 9, at 1660; Kazmar, supra note 9, at 112-13; Kosloff & Trexler, supra note 9, at 10228. 11 [Vol. 34:965 Action Plan represents an important step towards a universal transnational enforcement plan. Part I of this note explores CITES and other international initiatives to stop the illegal wildlife trade and discusses the problems with these programs. Part II reveals the emergence of the trade as a cybercrime and argues that this materialization necessitates a more rigorous enforcement plan. Part III examines the new EU Action Plan as an example of a more united and robust program. Part IV suggests improvements to CITES that are chiefly modeled after the EU Action Plan's principles and tactics. Finally, this note concludes by arguing the only successful way to combat the international illicit animal trade is by building a joint international effort.
I. CITES AND THE PROBLEMS WITH INTERNATIONAL ENFORCEMENT

A. Organization and History of CITES
Although some may doubt CITES' effectiveness, it is clear that its international acceptance has grown. When CITES was finally implemented on March 3, 1973, eighty countries had signed on. 18 Currently, 175 countries around the world are Parties to CITES, including the United States, Brazil, China, United Kingdom, and France. 19 The organization of CITES is relatively straightforward. The member parties meet every two years at a Conference of Parties ("CoP") to discuss the effectiveness of CITES' conservation efforts and recommend improvements, review and adopt new policies, and consider administrative proposals such as budget concerns. 20 CITES provides for a Secretariat who works in an advisory, supervisory, and administrative capacity to ensure the effectiveness of CITES by monitoring each party's compliance with CITES policies, preparing annual reports for each party detailing the current implementation efforts of CITES, making policy recommendations, and performing other managerial functions. 21 CITES also consists of three eu-wildlife-trade/ (last visited Mar. 16, 2010) . 18 What is CITES?, supra note 5. 19 See CITES, Member Countries, http://www.cites.org/eng/disc/parties/index.shtml (last visited Mar. 16, 2010) . 20 
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committees whose members represent each of the world's regions and advise the Secretariat with policy and scientific recommendations. 22 CITES provides a list of the species that are restricted in trade globally. 23 It lists the animals protected by the agreement in three Appendices, according to the extent of protection they are given. 24 At the Conference of Parties, amendments to the Appendices are typically considered. 25 The first Appendix includes all species "threatened with extinction." 26 CITES mandates any trade with these species must be subject to "particularly strict regulation in order not to endanger further their survival and must only be authorized in exceptional circumstances." 27 The African elephant (Loxodonta Africana), for example, is primarily considered a species threatened with extinction and is in the first Appendix. 28 The second Appendix includes "all species which although not necessarily now threatened with extinction may become so unless trade in specimens of such species is subject to strict regulation." 29 Trade of these specimens must be restricted so as to effectively prevent the species from being presently threatened with extinction. 30 Seahorses (Hippocampus), for example, are considered species which may be threatened with extinction under the second Appendix. 31 The third Appendix includes all species which "any Party identifies as being subject to regulation within its jurisdiction for the purpose of preventing or restricting exploitation, and as needing the co-operation of other Parties in the control of trade." 32 This Appendix changes frequently 22 See Standing Committee, http://www.cites.org/eng/disc/SC.shtml (last visited Mar. 16, 2010) ; see also Animals and Plants Committees, http://www.cites.org/eng/disc/AC_PC.shtml (last visited Mar. 16, 2010) ; see also CITES res. 11.1, 11th Conf. (2000) , available at http:// www.cites.org/eng/res/11/11-01R14.shtml (the formal resolution detailing the roles of the committees). 23 See CITES, supra note 6, at art. 2. 24 See id. 25 Id. at art. 11; Conference of Parties, supra note 20. 26 CITES, supra note 6, at art. 2. 27 Id. at art. 2; see also id. at art. 3 (noting the specific regulations concerning the trade of these species). 28 
B. Problems with Enforcement of CITES
One of the main problems with CITES is that the treaty has no authority to impose criminal penalties on its own. 35 Although CITES provides guidelines to member states for implementing policies, CITES has no power to force nations to pass unified legislation. 36 And although CITES monitors the member states for conformity with the treaty, the Secretariat cannot effectively sanction countries that are non-compliant. 37 An international cooperative must be created that holds more authority to enact policies.
Although CITES is an international treaty, it does little to foster actual international cooperation. Because CITES has no overarching authority, each state must enact their own laws. 38 This means that many of the policies have radically different penalties and encourage traders to make transactions in one country over another. 39 "This not only defeats the purpose of combating organized crime in the illegal wildlife trade, but encourages the continuous spread of organized crime because groups will keep moving to and operating from countries that do not have adequate wildlife criminal legislation or extradition policies." 40 CITES also has no provision mandating that the countries allow extradition if cross-border crimes are committed. 41 International cooperation between the states, especially among countries who share borders, is essential to combating wildlife crime because so many wildlife crimes are transnational. 42 CITES, 33 See id. at art. 16 . 34 Id. at app. 3. 35 See Zimmerman, supra note 9, at 1679-82; see also Kazmar, supra note 9, at 110. 36 Zimmerman, supra note 9, at 1665; Kazmar, supra note 9, at 110-13. 37 Kazmar, supra note 9, at 112-13. 38 Zimmerman, supra note 9, at 1665-66; Kazmar, supra note 9, at 110-11. 39 Zimmerman, supra note 9, at 1680. 40 Id. 41 Id. at 1679-80. For more information on the possibility of extradition, see infra text accompanying notes 86-90 (on the Convention on Cybercrime and its provision supporting extradition). 42 Zimmerman, supra note 9, at 1665-69, 81 (suggesting that wildlife criminal rings are often transnational and that international cooperation between the member states of CITES is essential).
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PC PETS FOR A PRICE 971 therefore, fails to encourage adequate collaboration between its member states to combat wildlife crime. Lastly, CITES fails to provide sufficient financial support to countries in order for them to independently combat wildlife crime in an efficient manner. Although CITES allows non-governmental organizations ("NGOs"), like the World Wildlife Fund ("WWF"), to give financial resources to CITES, 43 the treaty continues to be criticized for not doing enough to financially assist developing countries. 44 Although CITES is an important first step in the fight against wildlife crime, it is critically flawed. CITES does not have enough authority to enact its own legislation and no power to sanction countries that are not enacting appropriate legislation. CITES also does not adequately foster and encourage international cooperation, which weakens the world's ability to aptly fight transnational wildlife crime. Finally, the treaty does not sufficiently provide developing countries with the resources to effectively combat illegal animal trafficking. International legislation must be enacted to overcome these obstacles and provide a surmountable possibility of successful wildlife protection.
II.
ANIMAL TRAFFICKING AS A CYBERCRIME As criminals become more sophisticated and internet use becomes more prominent, animal trafficking has emerged as a significant cybercrime. The internet poses a new significant threat to the protection of animal trafficking. 45 Although animals are still being exploited in a traditional sense through poaching, 46 traffickers are now utilizing the internet's many tools to do their dirty business. 47 The internet provides the "anonymity 43 Kosloff & Trexler, supra note 9, at 10225; Zimmerman, supra note 9, at 1664. NGOs provide substantial financing and participate in the COPs. See Kosloff & Trexler, supra note 9, at 10225-26 (discussing NGOs and how they have supported CITES in the past); see also, e.g., WORLD WILDLIFE FUND, SPECIES FACT SHEET: ILLEGAL AND UNSUSTAINABLE WILDLIFE TRADE 1-4 (2006), available at http://assets.panda.org/downloads/wildlife_trade _factsheet2006.pdf (describing how WWF helps support CITES and the enforcement of international laws). 44 Zimmerman, supra note 9, at 1682-83; see also infra text accompanying notes 158-69 (discussion of CITES' Trust Fund and its inadequacies). 45 and global reach" that ultimately frustrates wildlife protection efforts. 48 Law enforcement agencies now must fight criminals from all over the world who may or may not be easily identifiable. The problems of combating cybercrimes have now been extended to the crime of animal trafficking.
A. The History of Online Animal Trade
The groundbreaking 2005 IFAW study on online animal trafficking revealed the extent of the problem to the world. 49 News outlets around the world reported the results overnight, and everything people thought they knew about animal trafficking changed. 50 IFAW began its study with a comprehensive one-week investigation of the extent of wildlife trade on the internet. 51 IFAW "found over 9,000 wild animal products and specimens and live wild animals for sale, predominantly from species protected by law." 52 "The majority of these were offered for sale by . . . individuals," either privately or through a website. 53 It is impossible to know just how many illegal transactions are being made online, since the investigation only consisted of Englishlanguage sites and focused mainly on five areas: live primates; elephant products; turtle and tortoiseshell products; other reptile products; and wild cat products. 54 IFAW found 5527 elephant products on the internet including "skin/leather products such as boots, wallets, purses, footwear and bags; bone products such as carvings, jewellery [sic], a Mah-jong set and fans; and ivory products such as jewellery [sic], boxes, chess sets, ornaments, and expensive sculptures . . ." 55 The fact that 146 live primates sold were on fifteen websites is horrifying; a transaction that is either entirely Who Advertise on eBay, 25 UCLA J. ENVTL 
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illegal or strictly restricted. 56 526 turtle and tortoiseshell products were being sold on the internet, including websites such as eBay. 57 2630 reptile products, including both live animals such as crocodiles and reptile clothing accessories, were being sold by fifteen internet traders. 58 IFAW also found 239 live wild cat specimens and wild cat products, such as claws and skulls, on the internet. 59 The entire extent of wildlife trade on the internet must be staggering if this snapshot is any indicator. 60 eBay in particular has been widely criticized recently over listings of ivory on their website. 61 After IFAW's Caught in the Web was published, IFAW met with eBay and recommended that the website restrict all sales of wildlife and wildlife products on their sites. 62 Although some eBay sites, like Germany eBay, were willing to crack down on illegal wildlife trade, IFAW followed the discussions with another investigatory study focusing solely on eBay transactions. 63 The one-week investigation, in 2007, focused on eBay websites in Australia, Canada, France, Germany, the Netherlands, the United Kingdom, and the United States. 64 IFAW found over 2000 listings for ivory products and only 134 of the listings were "potentially fully compliant" with eBay's rules and CITES. 65 Over ninety percent of the ivory listings breached eBay's listed policy by either claiming to be antique but offering no proof of age or not referencing eBay policy or age at all. 66 There is no question that IFAW's investigations have affected eBay policy. Less than a month after Bidding for Extinction was published, eBay banned the cross-border sale of ivory on its sites. 67 Some critics, however, questioned whether eBay was doing enough to stop illegal ivory sales. 68 In May 2008, over a year after their investigation for Bidding for Extinction, IFAW found over 600 listings for elephant ivory on eBay. 69 This was after eBay's ban on cross-border ivory sales. 70 Greenemeier also did an investigation in June of 2008 and found 306 elephant ivory items for sale on eBay. 71 Again, several of the sellers claimed that the items were antique or pre-ban, most offered no proof to corroborate their claims. 72 Although eBay had implemented more progressive policies, they were poorly enforced and relatively ineffective. 73 The most recent IFAW investigative study in 2008, Killing With Keystrokes, concluded that eBay alone was responsible for almost twothirds of online animal trafficking despite its 2007 report Bidding for Extinction. 74 Specifically, eBay was responsible for eighty percent of all elephant ivory sales. 75 Additionally, eleven percent of the ivory sales explicitly offered international shipping, despite the cross-border ban. 76 IFAW also called for a worldwide ban on ivory sales. 77 IFAW's investigation finally caused eBay to make a radical policy decision. Hours before the public release of Killing With Keystrokes, eBay announced a complete ban on ivory sales on its sites worldwide beginning January 1, 2009. 78 IFAW also urged other online trading websites to follow suit. 79 69 Greenemeier, supra note 61. IFAW reported that several of the ads claimed to be preban. Id 
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It is important to remember that ivory is not the only wildlife product that needs to be restricted. On eBay.com, you can buy real seahorses, listed under the second Appendix of CITES. 80 Some sellers are only offering tiny seahorses for less than $2.00 each, 81 while others sell large seahorses for up to $35. 00 . 82 Although seahorses are not yet endangered, they are being threatened, in part, because of sales like these. 83 It is important, however, to note that eBay is not the only website that engages in the illicit trade. 84 Private online transactions on lesser known sites are also problematic and cannot be ignored.
On exoticanimalsforsale.net, for example, you can buy various exotic animals. 85 For example, this author found several ads for primates, 86 which 80 Search of "Real Seahorses," eBay, http://www.ebay.com (last performed Jan. 26, 2009) (on file with author); CITES, supra note 6, at app. 2. This search resulted in over forty postings for dried seahorses. Search of "Real Seahorses," supra. 81 See, e.g., Posting of kawagner101 to www.ebay.com (Jan. 27, 2010) (on file with author) (noting the seahorses are "real" and "sealife."). 82 See, e.g., Posting of thaiseashell to www.ebay.com (Jan. 27, 2010) (on file with author) (noting the seahorse was taken from the Andaman Sea and that the starting bid was $34.99). 83 On eBay, a buyer can find "1 LB China Real Sea Horse Seahorse Seashell herb tonic" for $299. 99 . See Posting of peterli1981120 to www.ebay.com (Jan. 27, 2010) (on file with author). The price is much higher than other postings and the risk to seahorse population is greater. Id 88 These Tamarins are listed under Appendix 1. 89 The seller negligently makes no mention of any restrictions on the sale, licenses, or permits for any of the available animals. 90 Research and data should continue to be written, because IFAW's past reports have impacted the world's fundamental thinking about online animal trafficking. After Caught in the Web, the world stood up and took notice. 91 As the criminal enterprises change, more research initiatives from NGOs like TRAFFIC and IFAW must continue to keep online animal trafficking at the forefront of the world's mind.
B. The Convention on Cybercrime
The Council of Europe Convention on Cybercrime attempts to address the inherent problems of internet crime over traditional markets. 92 The Council of Europe Convention on Cybercrime, which entered into force in July 2004, is the first international treaty on crimes committed via the internet, including illegal trade. 93 It is open for signature by member states of the Council of Europe and non-member states. 94 As of December 2009, twenty-six countries have ratified the document, including the United States, France, and Italy. 95 The member states pledge to "pursue, as a The Treaty also allows for the extradition of cross-border criminals even if the two parties do not have a specific treaty allowing for it. 97 There are limits, however, on the extradition agreement. 98 First, the party must be accused of one of the most severe crimes, found in articles 2-11. 99 Also, the crimes must be punishable under the laws of both countries by at least one year in jail. 100 "This Convention provision is an important step in harmonizing extradition laws between member countries and bringing reluctant countries up to date." 101 The provisions encouraging extradition are an important feature of the treaty because criminals cannot hide from prosecution in one jurisdiction with more lenient penalties. 102 Although the Convention on Cybercrime does not explicitly mention online animal trafficking, it does encompass online illicit wildlife trade. 103 The IFAW considered the convention a potentially effective and coordinated international law tackling online wildlife crimes. 104 the Treaty are encouraged by the Convention on Cybercrime's tough answer to complex legal and technical international problems concerning internet crimes, saying " '[C]yber criminals are not limited by borders, and this treaty will help ensure that law enforcement isn't either.' " 105 Many, however, criticized the United States' ratification of the Convention of Cybercrime. 106 The chief concerns among critics seem to be the lack of "dual criminality" and alleged United States constitutional violations. 107 Convention supporters, however, argue that the treaty provides safeguards to prevent the alleged abuses. 108 Critics condemn the treaty's lack of dual criminality. 109 Dual criminality would require that the offense be illegal in both countries before one country asks for support from the other. 110 The Electronic Privacy Information Center ("EPIC") argued that the treaty requires "U.S. law enforcement authorities to cooperate with a foreign police force even when such an agency is investigating an activity that, while constituting a crime in their territory, is perfectly legal in the U.S." 111 Critics allege that this 2010]
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is particularly a concern when another country's laws limit free speech or privacy rights guaranteed by the United States Constitution. 112 The Justice Department countered, however, by arguing that the treaty protects Americans from abuses of this nature. 113 The treaty allows a country to refuse to cooperate in an investigation if its "essential interests" are threatened by the request and the Justice Department argues that this clause allows the United States to refuse cooperation if the government believes it is unconstitutional or inappropriate. 114 In fact, the United States did refuse to sign a protocol criminalizing the distribution or publication of anything online that is racist or xenophobic in nature. 115 Although the Protocol is on the surface admirable, the Justice Department was concerned that it abridged the right to free speech. 116 The Protocol, being separate from the main treaty, allows for any member state to refuse to sign the additional protocol, but still endorse the main treaty. 117 There has been little evidence to support the proposition that the Convention on Cybercrime will lead to flagrant violations of the U.S. Constitution . There have been no cases in the U.S. prosecuting U.S. citizens under the Convention, let alone highly publicized abuses of justice. 118 [Vol. 34:965 Additionally, the U.S. has shown in the past, with the protocol on xenophobia, that it is unwilling to sacrifice privacy and free speech in the name of tough cybercrime prosecution. It is premature, therefore, to predict the doom of liberty.
III. EU ACTION PLAN
In 2007, TRAFFIC published a report, "Opportunity or Threat: The Role of the European Union in the Global Wildlife Trade," 119 criticizing the EU's prominent illegal wildlife trade. 120 TRAFFIC estimated that between 2000-2005 the EU imported "3.4 million lizard skins, 2.9 million crocodile skins and 3.4 million snake skins" and over a million live reptiles. 121 TRAFFIC blamed the EU's low political awareness of the problem, the high prices for wildlife, and the low penalties charged by the governments for its high level of illegal imports. 122 TRAFFIC ultimately recommended that the EU adopt a "greater national, regional and interregional co-ordination" believing that a "coordinated EU wildlife trade enforcement action plan with identified priorities, and building on growing political will would considerably strengthen the EU's response to illegal trade." 123 It is likely this recommendation that led to the EU Action Plan.
The EU Action Plan went into effect on June 13, 2007. 124 The EU Action Plan is comprised of a series of resolutions that condemn the illegal wildlife and plant trade, stating that it "causes serious damage ZDNET UK, Feb. 26, 2009, http://news.zdnet.co.uk/security/0,1000000189,39619206,00 .htm. So it is possible that if an American is facing extradition or prosecution right now, that person may not actually be prosecuted for many years. Regardless, this appeal process is yet another safeguard that an alleged criminal under the convention can utilize to protect their liberty from the unjustified attacks critics warn about. 119 For example, EU seizures of the endangered Egyptian Tortoise constituted thirteen percent of the animal's global population left in the wild. Davies, supra note 15; see also OPPORTUNITY OR THREAT, supra note 119, at 6. The Egyptian Tortoise (Testudo Kleinmanni) is listed in CITES Appendix 1. OPPORTUNITY OR THREAT, supra note 119, at 13; CITES, supra note 6, at app. 1. 121 OPPORTUNITY OR THREAT, supra note 119, at 29. 122 Id. at 6. 123 Id. 124 EU Action Plan, supra note 16.
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to wildlife resources, reduces the effectiveness of wildlife management programs, undermines legal, sustainable trade and threatens sustainable development particularly in the developing economies of many producing countries." 125 The EU Action Plan focuses on the cooperation between the twenty-seven EU states. 126 The EU Action Plan then makes recommendations in order to better enforce the policies of CITES and its EU counterparts. 127 The Plan details what individual member states can do to increase domestic enforcement of wildlife crime. 128 The Plan recommends adopting national policies in order to coordinate increased enforcement as TRAFFIC ultimately recommended. 129 The Plan also seeks to increase the intelligence efforts and cross-border checks among the participating nations. 130 The Plan also seeks to increase the enforcement of wildlife crimes by ensuring penalties are a sufficient deterrent. 131 The Plan finally acknowledges the need for increased funding for these programs, especially in developing countries and wants to ensure that all enforcement agencies are adequately funded and are provided with the necessary personnel, training, expertise, and equipment. 132 It is encouraging that the EU Action Plan seems to make increased enforcement a priority. 133 The Plan makes recommendations for increasing cooperation and information exchange in order to increase the transnational enforcement of CITES. 134 The Plan creates inter-agency committees to establish the cooperative national enforcement policies. 135 The Plan also ensures that an Enforcement Group will meet regularly to share relative intelligence concerning significant trends in illegal trade, seizures, and important court cases and prosecutions to ensure consistency in the application of the laws 125 Id. at para. I. 126 Id. at para. III. 127 Id. at para. II. 128 See id. 129 Id. at para. II(a); see OPPORTUNITY OR THREAT, supra note 119, at 6, 42. 130 EU Action Plan, supra note 16, at para. II(g)-(h).
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[Vol. 34:965 between the states. 136 In addition, the Plan recognizes the need to help build up the enforcement tactics in developing countries by providing assistance to these states with training mechanisms and equipment for better detection of crimes. 137 Lastly, the Plan encourages a close relationship with CITES. The EU will liaison with CITES to help detect wildlife laws through the "exchange of information and intelligence." 138 Again, the EU requires the support of "capacity-building programmes in third [world] countries in order to improve implementation and enforcement of CITES." 139 The Plan recognizes the importance of coordination with CITES in order to encourage better wildlife law enforcement rather than simply an EUcentered program.
The EU Action Plan is the next step in the effective combat of illegal wildlife trade. 140 The EU CITES Enforcement Group supports the Action Plan saying, "[g]iving high priority to CITES enforcement is crucial to combating illegal trade. This EU Action Plan demonstrates the EU's commitment to effective enforcement." 141 Importantly, there will be support for enforcement efforts in developing countries including law enforcement equipment, training, personnel, and expertise, an "increase[ed] awareness of illegal wildlife trade," and adequate funding to support enforcement programs. 142 CITES does not effectively financially support developing countries to combat the illegal wildlife trade. 143 The EU Action Plan effectively supplements CITES and its programs.
One of the most effective tools that the EU uses is the EU-TWIX. EU-TWIX, or "EU Trade in Wildlife Information eXchange," is an intranet tool, run in conjunction with TRAFFIC, used to "exchange [ ] information on wildlife seizures across all twenty-seven member states." 144 The intranet is partially funded by the EU Commission and ". . . a joint initiative of the Belgian Federal Police, Customs and CITES Management Authority, and TRAFFIC Europe." 145 The database contains information on animals commonly sought after, seizure methods, prices of wildlife, and other information helpful to monitor and combat the illicit wildlife trade. 146 The intranet encourages international cooperation by including sharing of resources, information, training and identification techniques, and expertise. 147 Only designated enforcement officials with access codes can use the database, so it can remain secure. 148 This intranet embodies the goals and policies put forward by the Action Plan. 149 Any international cooperative should include this intranet or a similar program to help effectively realize CITES' goals and policies.
It is difficult to assess the Action Plan's success at this point. Although CITES requires each member to make annual and biennial reports on the implementation of the convention, 150 these reports are predictably backlogged. The latest European Commission Annual Report available is from 2007. 151 Since the Action Plan was implemented in mid-2007, there is no data available to show the success of the Action Plan on combating illegal wildlife trade in the EU. 152 This is the first step to an international cooperative conservation plan that has universal enforcement penalties and policies. The Plan's cooperation efforts are an exemplary example of international cooperation, information sharing, and funding that the CITES convention inherently 144 148 Id. This author, therefore, cannot investigate the actual intranet and its uses. 149 The intranet was actually in place before the EU Action Plan. Global Push to Tackle International Wildlife Crime, supra note 140 ("The action plan builds on existing initiatives to combat the increasing illegal wildlife trade . . . include[ing] [the] EU TWIX."). 150 CITES, supra note 6, at art. XVIII (7)(a)-(b); see also European Commission-Annual and Biennial Reports, http://ec.europa.eu/environment/cites/reports_en.htm (last visited Mar. 16, 2010 With the EU Action Plan still in its infancy, however, it is hard to tell if it will be successful or not. At the very least, the EU Action Plan reveals the possibility of an international cooperative of several countries, both westernized and third world, working together for the common goal of wildlife protection.
IV. SOLUTIONS
A. Provide Resources For Enforcement Through International Cooperation and Support
One major problem plaguing CITES is that it lacks both the financial and subsidiary resources to effectively enforce its provisions. Third world countries are less likely to have the resources to properly train enforcement officials, have technological support, and generally finance the programs necessary to successfully combat wildlife crime. 153 Signatory countries that have more resources must be strongly persuaded to share resources and information and encouraged to provide financial support to poorer countries. Although the international economy is suffering, the world must put the environment at the forefront of their policies to curb the disastrous animal overexploitation.
Although the treaty does allow the Convention of Parties to adopt financial provisions 154 and the treaty has developed a trust fund which provides the budget for the convention, 155 critics argue that CITES is underfunded and that third world countries, particularly, cannot afford to implement the programs necessary for it to be effective. 156 Poor countries cannot be expected to implement the expensive programs necessary to effectively combat wildlife crime on their own and need support from CITES and other member states. 157 156 Zimmerman, supra note 9, at 1682-83. The EU Action Plan recognizes the need for additional funding. See also EU Action Plan, supra note 16, at pt. 3(h)-(i), (m) (providing more assistance to third world countries and other member states). 157 Zimmerman, supra note 9, at 1682-83; John L. Garrison REV. 301, 389 (1994). the funds that are already provided for by the treaty. CITES, and the member states, are crippled from a lack of resources.
The Trust Fund has been recently criticized as ineffective. The Trust Fund is made up of contributions from the Parties to the Convention "based on the United Nations scale of assessment," 158 which is why the U.S. paid $1,135,359 in 2009 while Saint Kitts and Nevis was responsible for only $52. 159 The first problem is that the Trust Fund only primarily covers the administrative costs of the Convention and does not provide funds for countries to finance their policies. 160 This leaves very little money left to help countries implement CITES policies.
The second problem is that $636,498 has not been paid to the Trust Fund for 2009 as of January 1, 2010, more than ten percent of the 2009 annual budget. 161 Additionally, because the U.S. contributes over one-fifth of the trust fund, the ten percent of unpaid contributions has a larger impact on the Convention's overall financial outlook. 162 Even more unsettling is that sixteen countries have not paid anything since 1992. 163 Iran has the largest long-term debt, $87,796, almost ten percent of the total unpaid contributions since 2008. 164 The Secretariat alleges that most debts are the result of a "lack of political will" rather than a "lack of capacity." 165 The Secretariat has little power to force countries to pay their debts and struggles to collect payments. 166 The Secretariat sends requests and reminders to delinquent countries often without success. 167 In the 13th Conference of Parties, CITES simply "requests all Parties to pay their [Vol. 34:965 contributions as far as possible during the year prior to the one to which they relate . . . [and] . . . appeals strongly to those Parties which, for legal or other reasons, have so far been unable to contribute to the Trust Fund to do so." 168 The Secretariat has very little other significant power to force countries to meet their financial obligations. 169 The amount of external funding, funds which are donated both by member states and NGOs, has also decreased over the last couple of years. In 2006, $3,052,021 was donated to supplement the Trust Fund; but in 2007, less than half, about $1,094,710, was donated, and in 2008, only $565,190 total was donated. 170 The rapid decline may be caused, in part, by the EU's missing donation. In 2006, the EU donated $1,939,947 and did not donate anything in 2007 or 2008. 171 In 2007, the EU implemented the EU Action Plan, and it is likely that the EU is using that money to finance its own programs. 172 It is also possible that the countries are annoyed that others are not receiving any measurable benefit from the donations, since most of the fund is used to cover the administrative costs of the treaty. 173 Whatever the reason, there is evidence that member states are hesitant to give more money to CITES as it currently exists.
Although apparently the thought of giving extra money to CITES is daunting for some countries, more financially stable countries have made technological advancements that could be made available to third world countries. "For example, the United Kingdom, a major port of entry for contraband endangered wildlife, has created a National Wildlife Crime Unit. These types of units also exist in India, Namibia, the Russian Federation, South Africa, Taiwan, and the United States, where they have generally 168 CITES res. 13.1, 13th Conf. (2004) , available at http://www.cites.org/eng/res/13/13-01 .shtml#table (emphasis added). 169 Garrison, supra note 157, at 388; see infra Part IV.D (discussion of CITES enforcement powers). 170 172 See EU Action Plan, supra note 16, at para. II(h)-(i), (m), II(b). 173 Garrison, supra note 157, at 388. CITES has considered ways to leave more of the Trust Fund to finance programs. See Standing Comm. Doc. 12.1, supra note 165, at paras. 16-18, 30-32 (discussing ways to decrease administrative costs).
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PC PETS FOR A PRICE 987 had great success." 174 Several countries have successfully employed dog sniffer programs to help combat wildlife crime. 175 Since the conventions only meet every few years, a database similar to the EU-Twix would allow countries to easily share information and resources. 176 The EU Action Plan specifically calls for the sharing of technology, information, and resources between member states. 177 The financial and subsidiary assistance to other member states, especially in developing countries, is required in order to ensure that all enforcement agencies are adequately funded and provided with the necessary technology, expertise, information, and staff to enforce wildlife policies. 178 There is precedent, therefore, for the sharing of funds and resources present in the EU that could be spread outside Europe.
First, CITES needs more funding to help countries effectively combat wildlife crime. Any cooperative must include a fund specifically for helping countries pay for the incremental costs of the wildlife policies. The Convention on Biological Diversity 179 has a similar fund called the Special Voluntary Trust Fund. 180 This is a voluntary fund that is specifically set up to provide funds for countries to implement programs specific to the Convention. 181 Countries have been more generous to this fund than [Vol. 34:965 to CITES' external funding program; in 2009, this fund had $6,119,573 pledged, 182 while CITES' external funding for 2008 was only $565,190. 183 One possible reason that countries have been more willing to donate money to the CBD fund over the CITES fund is that the money goes to directly help countries implement programs. 184 A funding regime similar to the CBD's voluntary fund should be implemented-this fund would still be supplemented by donations and should, theoretically, be as successful as the CBD voluntary fund. This fund would help poorer countries as promulgated by the EU Action Plan and, in turn, help more effectively combat wildlife crime all over the world.
Secondly, CITES must be able to penalize countries for refusing to pay their dues. The Secretariat has argued that countries are not paying because of politics and not because they cannot afford to pay the dues. 185 This willful noncompliance cannot be allowed to go on. 186 Moreover, if the member states paid the dues in full, it is possible that the Convention would have money in excess of administrative costs to better finance programs and policies, 187 such as instructive training manuals for enforcement officials. 188 CITES should also strongly consider requiring countries to pay more than the U.N. assessment amount. 189 CITES cannot be expected to make gold from wood; in order to effectively combat wildlife crime, CITES must have the necessary resources to reasonably accomplish this. use projects at the national level, CITES' trust fund only covers CITES administrative operations."); CBD-Status of Contributions, supra note 180. 
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Countries may plead poverty when asked to step up enforcement of wildlife crime, especially considering the current economic situation. Spain, for example, has done just this, advocating economic growth and stimulus at the expense of environmental concerns. 190 Spain has pushed public works projects, such as highway building, regardless of the damaging effect such projects may have on sensitive environmental areas. 191 It is possible, however, to have an economic package while still being sensitive to environmental concerns. The recently passed stimulus package in the United States, for example, includes many environmental initiatives including $32.80 billion in clean energy projects, $26.86 billion in energy efficient projects, and $18.95 billion for eco-friendly transportation initiatives. 192 Additionally, the U.S. package shows that it is possible to still be concerned about environmental issues even in the face of a serious economic downturn. 193 As such, pleading poverty is not necessarily a compelling argument for a lack of environmental regulation, including a lack of oversight regarding illegal wildlife trafficking.
CITES should require member states to be more cooperative and share resources to more effectively combat wildlife crime, as witnessed in the EU Action Plan. Secondly, CITES needs to raise more money to help countries reasonably implement the policies enacted by the convention. Lastly, CITES must begin to penalize countries for refusing to supplement the Trust Fund. And although the poor economy is an easy scapegoat for member states to rely on, it does not give countries permission to forego their environmental responsibilities.
B. Require More Rigorous Culpability Standards
First, in order to help the laws be successful, the culpability requirement for a conviction under these laws should include some form of strict liability. 194 htm. 194 For a general discussion of having strict liability culpability in animal trafficking laws see Zimmerman, supra note 9, at 1679 and Kazmar, supra note 9, at 120-23. [Vol. 34:965 strict liability for the crimes, there is international precedent of more rigorous culpability standards for both cybercrimes and wildlife crimes.
Any new international cooperative should stipulate more severe liability policies to act as a deterrent for wildlife crime, both on the internet or in the traditional market.
If we do not require strict liability under the law, many wildlife criminals will be able to escape prosecution by arguing an innocent mind. 195 This is especially risky in online transactions. For example, even though eBay has a policy outlawing the sale of elephant ivory, there are still many solicitors on the website purporting to sell elephant ivory. 196 A seller could theoretically escape prosecution by arguing that he thought the ivory was antique or did not know it was real elephant ivory. 197 An international law stipulating strict liability, or a culpability standard similar to strict liability, would mitigate that possibility. It would also be easier for the government to prosecute these individuals if they do not have to prove mens rea. 198 Some countries, however, have rejected blanket applications of strict liability in favor of a more limited strict liability. Victoria, Australia, for example, enacted a strict liability offense of computer trespass in 1988. 199 Australia, however, eventually repealed this statute because it posed a risk of over-criminalization 200 and passed the Cybercrime Act of 2001. 201 This act relies on either intent or recklessness for liability for most crimes. 202 Some crimes, such as ones involving government computers and information or telecommunications services, however, dictate absolute liability. 203 In the instant case, a limited form of strict liability could be applied for only the most egregious violations of wildlife crime, such as appendix I violations. The Australian law, while offering proof that pure strict liability 2010]
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clauses are frowned upon, does offer precedent for a more stringent culpability standard for cybercrimes.
There is precedent in the United States supporting strict liability in wildlife crimes, albeit on a limited scale. Many U.S. wildlife laws already require strict liability. 204 For example, the U.S. Lacey Act requires strict liability in cases where anyone who knows, or in the exercise of due care should know, that the wildlife was illegally sold or transported. 205 If the government could not prove the requisite state of mind, the accused would be convicted of a misdemeanor instead of a felony. 206 This partial form of strict liability could be the best of both worlds: offering harsher penalties for intentional wildlife crimes, but also punishing the incidental crimes. 207 There is international acceptance of more rigorous mens rea requirements specifically for cybercrimes. The Commonwealth of Nations' 208 Model Law on Computer and Computer Related Crime, 209 included the concept of reckless liability in their criminal code. 210 The Model Code reaches further than the Convention on Cybercrime in this respect 211 and allows for easier prosecutions of cybercrimes. Reckless liability is a better requirement for wildlife crimes, because it encourages persons to think [Vol. 34:965 critically and do their research before buying or selling animals online. For example, a person may be recklessly liable for selling a seahorse, or any other animal online, without the required paperwork. 212 This standard would also protect the completely "innocent" buyer who receives forged documents or receives wrong information that the some government seemed to want to prevent.
Currently, in many "CITES member states, the degree of the defendant's knowledge regarding the illegally obtained wildlife is not considered, making it difficult to distinguish a felony-like crime from a misdemeanor-like crime." 213 Although it may not be feasible for all wildlife crimes to require strict liability, it is not unreasonable to extend a conditional strict liability requirement to international wildlife laws. If the countries would not agree to a full strict liability requirement for all crimes, then a conditional requirement could be employed. A combination of reckless liability and strict liability standards would protect both the completely innocent or duped buyer, but also deter buyers and sellers from carelessly engaging in wildlife trade, especially over the internet. This way, more wildlife criminals could be prosecuted and this would send a clear message to all potential wildlife offenders. 214 In order to deter future wildlife criminals and to punish any careless criminals and advance CITES' enforcement goals, any international wildlife cybercrime cooperative should contain a more rigorous culpability standard.
C. International Harmonization of Wildlife Laws
Evidence has shown that wildlife criminals are relying more on the internet to commit crimes. 215 Now that animal trafficking has evolved into a cybercrime, wildlife legislation must change to reflect this. Cybercrimes cannot be fought exclusively on a local front since cybercrimes are often transnational. 216 The goals of international harmonization of cybercrime legislation, as evidenced in the Convention on Cybercrime, and wildlife legislation, as seen in the EU Action Plan, must be implemented in CITES.
Presently, CITES requires signatory countries to enact national legislation consistent with CITES, but the inconsistency between policies among the different states is cause for concern. Because CITES has no overarching authority, each state must enact its own laws. 217 This means that many of the policies have radically different penalties, thereby allowing traders to choose the most lenient country to commit the act in. 218 Now that animal trafficking is being perpetrated online, it is even more likely that the crime is transnational. 219 In order to fight animal trafficking effectively, the fight must be a global one.
Using the principles of the Convention on Cybercrime, CITES should encourage more international cooperation between parties. CITES should require member states to define certain wildlife trades as crimes as the Convention does. 220 This will ensure a "baseline of consistency" for wildlife crimes that the Convention on Cybercrime attempts to achieve. 221 It may be advisable to create "model legislation" for countries to refer to when drafting their own laws that would not necessarily be compulsory. 222 Additionally, an extradition policy modeled after the Convention on Cybercrime should be included in the new CITES policies. CITES, by not having an extradition policy, hampers the enforcement of wildlife laws. CITES should specifically allow for extradition of cross-border criminals 223 for the most severe wildlife crimes dictated. 224 Extradition agreements are necessary because so many wildlife crimes are transnational. 225 The new provisions would only necessitate a bare minimum of legislation that would not likely interfere with national sovereignty or [Vol. 34:965 privacy rights. Many critics of the Convention on Cybercrime would likely criticize this proposal. 226 The safeguards the Convention employs would need to be implemented in the new CITES legislation. 227 CITES would need to have an opt-out similar to the Convention, which would allow countries to refuse to sign on to certain resolutions if there are constitutional, sovereign, or privacy concerns. 228 As earlier discussed, there is no indication that the Convention on Cybercrime will lead to blatant constitutional problems, 229 and there is no indication that this will be any different for the proposed CITES changes.
The EU Action Plan is indicative of the type of international cooperation that is needed to combat the illegal animal trade. The EU Action Plan specifically requires the cooperation between states by sharing resources and information. 230 An intranet, similar to EU-TWIX, would be a very beneficial tool to have and utilize globally. Since CITES conventions are only every two years or so, the intranet would allow for a more frequent form of communication and assistance between countries. 231 Although the EU is a small body of countries as compared to CITES, the principles employed by the EU Action Plan can easily be utilized on a larger scale.
Although the Convention on Cybercrime and the EU Action Plan are both in their infancy and their success is not altogether known, the principles of harmonization and cooperation can be developed in new CITES legislation to increase the effectiveness of the treaty. As animal trafficking has become a more lucrative and transnational crime, it has become clear that a global initiative is needed. CITES needs to adapt to the evolution of wildlife crimes or face a losing battle.
D.
Let CITES Carry a "Big Stick": Bolstering of CITES' Authority President Theodore Roosevelt often explained his foreign policy attitude as "speak softly and carry a big stick." 232 CITES, in order to be 2010] PC PETS FOR A PRICE 995 effective, must employ the same principle. CITES, a non-binding agreement by nature, 233 has had an abysmal track record ensuring member states' compliance with its policies and must be able to effectively enforce policies. 234 CITES has little or no authority to ensure member states' compliance with the treaty. CITES has, by its own admission, had problems with non-compliance. 235 Countries have failed to supplement the trust fund, 236 prepare annual reports on time, 237 and to create appropriate national legislation consistent with CITES. 238 Some member parties continually allow "significant trade" of CITES-listed animals. 239 This persistent noncompliance essentially inhibits the effectiveness of CITES. Presently, the Secretariat lacks the authentic ability to sanction the member states which fail to meet their CITES obligations. 240 Although the Parties at the Conference of Parties in 2007passed a resolution concerning the compliance of the treaty, 241 it gives the Secretariat very little real power. The resolution allows the Standing Committee to recommend the suspension of trade in specimens of one or more CITESlisted species if the non-compliance is persistent. 242 Although twenty-one member states have been recommended for trade suspension, 243 there is no evidence that any of the other countries have actually refused to trade with the negligent country. 244 The resolution also does not include any form [Vol. 34:965 of financial penalty as earlier discussed by the Standing Committee. 245 This resolution is admittedly a non-binding legal "guide" only and has little power to actually sanction anyone 246 and has not been an effective deterrent for countries. 247 Without actual power, the Secretariat has little choice, but to depend on the good graces of the country to comply with the sanctioned trade restrictions. Although this resolution is a good beginning, a more resolute sanctioning policy must be enacted to actually curb non-compliance.
CITES' purpose must be fundamentally changed to realistically bolster its authoritative power. CITES, as it currently stands, is little more than a guideline. 248 CITES' resolutions must no longer be "non-binding" guidelines, but must have the effect of law. Such penalties could include the institution of fines, 249 trade restrictions as already agreed to, and the inability to participate in decision-making at the Conference of Parties. This would allow CITES to properly sanction a country's non-compliance, which would act as a real deterrent.
Although countries may object to the swift sanctioning power of CITES, 250 the changes from present resolutions would be relatively minor.
Member states, by passing resolutions on compliance measures, have acknowledged the problem and agreed to the possibility of trade restrictions and have considered financial penalties in the past. Countries simply would be held responsible for their commitments to the protection of wildlife. CITES must have a way to ensure compliance or the fight against animal trafficking will inevitably fail.
CONCLUSION
As the third largest illegal business in the world, 251 one that is growing at an astonishing rate, 252 animal trafficking deserves more attention than it has been given to date. Although efforts such as CITES are commendable, they are largely ineffective because they bow to concerns of national sovereignty. 253 By allowing its members to make their own rules, CITES renders itself toothless. The unification of wildlife legislation, including culpability requirements, is essential to the successful combat of wildlife crime.
CITES amounts to little more than a symbolic gesture and a warning not to traffic in animals. The necessary solution to illegal animal trafficking is to bolster CITES and increase its power to enforce regulations. 254 It is time for the world to take responsibility for protecting wildlife and give CITES the power it needs to be effective.
The growing use of the internet in wildlife trafficking necessitates a global response and harmonization is needed to effectively combat wildlife crime. Because wildlife crime is a global crime, international cooperation is essential. CITES should draft model legislation or specific policies for member states to adopt. 255 Consistency between national legislation is necessary to ensure that criminals are not using lenient countries as "safe havens" to commit animal trafficking. 256 A more rigorous culpability [Vol. 34:965 standard for online wildlife crimes in the new legislation is essential, because it is easy for a criminal to feign ignorance of the laws. 257 This would force the buyer or seller to take, at the very least, minimal precautions before engaging in online wildlife transactions.
Funds, technology, and resources must be shared to ensure that criminals do not have a haven to commit wildlife crimes. 258 There is precedent of this ideal cooperation seen in the EU Action Plan. 259 Countries must make the fight against wildlife crime a priority and pony up the resources necessary to sustain the fight in order for the overexploitation of wildlife to be curbed. Only when the world takes responsibility for the environment as a whole will environmental sustainability and stability be achieved. note 102 (noting the importance of the Convention of Cybercrime to combat transnational computer crimes). 257 See supra notes 195-97 for further discussion. 258 See supra Part IV. A. 259 See supra Part III.
